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and wherein at least said information element a2 is provided in a manner that is resistant to or 
indicative of tampering by either of said sender and said recipient; and 

an authenticator functioning as a non-interested third party with respect to the sender 
and the receiver and having 

(\) means for associating said dispatch-related information with said element al by 
generating authentication-information comprising a representation of at least said elements 
al, a2 and a3, said representation comprising a set of one or more elements, each comprising 
a representation of one or more elements of said set A; and 

(2) means for securing at least part of said authentication-information against 
tampering of said sender and recipient 

wherein at least one of the means for associating and for securing comprises means 

for generating a new set B, said set B comprising one or more information elements bl 

bm, each element bi comprising a representation of a subset Si, said representation being 
expressive as a function Fi of the elements of said subset Si. where said subset Si comprises a 
digital representation of at least one element of said set A. and where said functions Fi can be 
different. 

_ i - 

(Amended) Apparatus according to claim $4 [or 67], comprising means for 
verifying the authenticity of an information element asserted [purported] to match a 
corresponding element of said set A, said verification means comprising means for 
comparing a representation of said [purported] information element asserted with a 
representation of at least part of said authentication-information to determine if they match. 



>i j 

&8. (Amended) Apparatus according to claim §4 [67] , < 



, comprising means for verifying 
the authenticity of a set Si' comprising one or more information elements which are asserted 
[purported] to match the corresponding elements of said subset Si, said verification means 
comprising: 

means for generating a new information element bi' comprising a representation of 
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said set Si' which is expressive as said function Fi of the elements of said set Si'; and 



means for comparing a representation of said element bi f with a representation of said 
element bi to determine if t hey match. 

at? 

^4. (Twice Amended) A method for authenticating that certain information has been 
transmitted from a sender via a dispatcher to a recipient, comprising the steps of: 

providing a set A comprising a plurality of information elements al r ..,an, where said 
information element al is originated from the sender and comprising the contents of the 
information being electronically transmitted to said recipient, and said one or more 
infoimation elements a2 ? ... ? an comprising dispatch-related information and comprise at least 
the following elements: 

a2 - a time indication associated with said dispatch; and 

a3 - information describing the destination of said dispatch, 
and wherein at least said information element a2 is provided in a manner that is resistant to or 
indicative of tampering by either of said sender and said recipient; 

associating, by an authenticator functioning as a non-interesied third party with 
respect to the sender and the recipient, said dispatch-related information with said element al 
by generating authentication-information comprising a representation of at least said elements 
al, a2 and a3, said representation comprising a set of one or more elements, each comprising 
a representation of one or more elements of said set A; and 

securing, by said authenticator, at least part of said authentication-information against 
tampering of said sender and recipient; 

wherein at least one of the steps of associating and securing comprises the step of 

generating a new set B. said set B comprising one or more information elements bl bm, 

each element bi comprising a representation of a subset Si. said representation being 
expressive as a function Fi of the elements of said subset Si, where said subset Si comprises a 
digital representation of at least one element of said set A. and where said functions Fi can be 
different. 
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(Amended) A method according to claim 9/ (or 99] , comprising the step of 
verifying the authenticity of an information element asserted [purported] to match a 
corresponding element of said set A, said verification step comprising the step of comparing a 
representation of said (purported] information element asserted with a representation of at 
least part of said authentication-information to determine if they match. 

(Amended) A method according to claim 9£ [99], comprising the step of 
verifying the authenticity of a set Si 1 comprising one or more information elements which are 
asserted [purported] to match the corresponding elements of said subset Si, said verification 
step comprising the steps of: 

generating a new information element bi' comprising a representation of said set Si' 
which is expressive as said function Fi of the elements of said set Si'; and 

comparing a representation of said element bi r with a representation of said element bi 
to determine if they match. 

l^f. (Twice Amended) A method of authenticating a dispatch and contents of the 
dispatch transmitted from a sender to a recipient, comprising the steps of: 

receiving content data representative of the contents of the dispatch originated from 
the sender and being electrically transmitted to said recipient, and a destination of the 
dispatch; 

providing an indicia relating to a time of transmission of the dispatch, said time 
related indicia being provided in a manner resistant to or indicative of tampering by either of 
the sender and the recipient; 

associating, by an authenticator functioning as a non-interested third party with 
respect to the sender and the recipient, the content data with dispatch record data which 
includes at least said time related indicia and an indicia relating to the destination of the 
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dispatch, to generate authentication data which authenticate the dispatch and the contents of 
the dispatch; and 

securing, by said authenticator., at least part of the authentication data against 
tampering of the sender and the recipient^ 

wherein at least one of the steps of associating and securing utilizes mathematical 
association methods for a selected portion of a combination of the content data and the 
dispatched record data. 



Yp. (Twice Amended) An authenticator for authenticating a dispatch and contents of 
the dispatch transmitted by or for a senderfrom a transmitting system to a receiving system 
for a recipient via an electronic communication network, comprising: 

an input unit coupled to the communication network or to the transmitting system for 
receiving content data representative of the contents of the dispatch being electronically 
transmitted to said receiving system, and a destination of the dispatch; 

means for providing an indicia relating to a time of transmission of the dispatch, said 
time related indicia being provided in a manner resistant to or indicative of tampering by 
either of the sender and the recipient; 

a processor for associating the content data with dispatching record data which 
includes at least said time related indicia and an indicia relating to the destination of the 
dispatc her and the contents of the dispatch; and 

means for securing at least part of the authentication data against tampering of the 
sender and the recipient, the authenticator functioning as a non-interested third party with 
respect to the sender and the recipient; 

wherein the processor utilizes mathematical association methods for a selected portion 
of a combination of the content data and the dispatch record data to generate the 
authentication data. 
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1^9. (Twice Amended) An information dispatch system in an electronic 
communication network comprising; 

a source transmitting system coupled to the electronic communicating network for 
, sending a dispatch from a sender to a recipient; 

a destination receiving system coupled to the electronic communication network for 
receiving the dispatch for the recipient; and 

an authenticator functioning as a non-interested third party with respect to the sender 
and the recipient for authenticating the dispatch and contents of the dispatch transmitted from 
the source transmitting system to the destination receiving system, including: 

(1) an input unit coupled to the communication network or to the source transmitting 
system for receiving content data representative of the contents of the dispatch being 
electronically transmitted to said destination receiving system, and a destination of the 
dispatch; 

(2) means for providing an indicia relating to a time of transmission of the dispatch, 
said time related indicia being provided in a manner resistant to or indicative of tampering by 
either of the sender arid the recipient; 

(3) a processor for associating the content data with dispatch record data which 
includes at least said time related indicia and an indicia relating to the destination of the 
dispatch, to generate authentication data which authenticate the dispatch and the contents of 
the dispatch; and 

{4} means for securing at least part of the authentication data against tampering of the 
sender and the recipient; 

wherein the processor is combined with the means for securing. 

Please also amend claims 70, 81, 82, 84-86, 89, 91, 92, 102, 112, 113, 115-117, 120, 
122, 123, 129, 130, 134, 142, 143, and 152 as fallows: 

Claim 70 (Amended): line 1, replace "67" with --64-. 
Claim 81 (Amended): line 1, replace "67" with -64-. 



In re application of |Mbau et al. 

Serial No. 08/98 

Claim 8Z'(Aj^ded): line 1, replace "67" with -64--. 

Claim >TMjnended): line 1, delete "67". 

Claim 8o (Attended): line 1, replace "67" with -64--. 

Claim 86(Amended): line 1, replace "67" with -64--. 

Claim &5 r tAmended): line 1 5 replace "67" with --64-. 

Claim 9f^Amended): line 1 , replace "67" with -64--. 

Claim 9f(Amended): line 1, delete "or 67". 

Claim 10f(Ainended): line 1, replace "99" with -94-. 

CIaim^l2(Amended): line 1, replace "99" with -94-. 

Clairo ^^jnended): line 1, replace "99" with -94-. 

Claim J'fs^Amended): line 1, delete "99", 

Claim U6 (Amended): line 1, replace "99" with -94--. 

Claim ll7(Amended): line 1 , replace "99" with -94-~. 

Claim l^(Amended): line 1, replace "99" with -94-. 

Claim l^tAjmepded): line 1, replace "99" with -94--. 




Claim 12XAp*£nded): line 1, delete "or 99". 

Claim l^Amejided): line 1, replace "128" with -125- 

Claim 130 / #(mended): line I, replace "128" with -125- 

Claim I34<^ended): line 1, delete "or 128". 

Claim 14^Amended): line 1, replace "141" with -137- 

Claim 143<Amended): lineKreplace "141" with --137- 

Claim 152 (Amended): lifie 2, delete "or 151 ". 




Please cancel clmras/67, 99, 128, 141, 151, and 158/161 without prejudice, 



REMARKS 

An Examiner Interview was conducted on August 17 ? 2000. During the Interview, the 
Examiner indicated that the previously filed Request for Reconsideration and Amendment 
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